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Executive Summary 

This document represents deliverable D2.3 of the EU FP7 IST project ULOOP (User-centric Wireless 

Local Loop, grant Number 257418).  It describes the overall specification including technological 

boundaries of ULOOP and how these relate to existing technology or to related activities. 

The deliverable provides information about procedures that the consortium takes in regards to tools 

and procedures to be applied in the context of ULOOP; basic testbed and experimentation 

environment guidelines. It also describes the technical innovation blocks in ULOOP and priorities to 

consider for the work to be undertaken in the remainder work packages of the project. 
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List of Definitions 

This section summarizes ULOOP definitions, being the most relevant ones addressed with more detail 

in section 2.1. The ULOOP definitions have been aligned to current European Telecommunications 

legislation and regulation aspects, as far as it is possible. For such alignment, refer to ULOOP 

deliverable D2.2 [15]. 

Acronym Meaning 

Application Computer software design to perform a single or several specific tasks, e.g. a 
calendar. In ULOOP, it is an instantiation of a user service. For instance, Voice 
over IP is an example of a user service provided by different applications, e.g. 
Skype, or Gizmo. 

Application 
Programming 
Interface (API) 

Well defined specification used in a software program to access services or 
resources provided by another software application. Establishes the interface 
between two different applications. 

Business 
incentives 

Business incentives relate to micro-generation models based on the guidelines 
provided by WP2 (Task 2.2., Socio-economic Sustainability). 

Community Set of ULOOP nodes that hold common interests (such as sharing connectivity or 
resources / peripherals) at some instant in time and space. In other words, the 
node location exhibits a space and time correlation which is the basis to establish 
a robust connectivity model.  

Conditional 
access system 

Any technical measure and/or arrangement whereby access to a protected radio 
or television broadcasting service in intelligible form is made conditional upon 
subscription or other form of prior individual authorization. Refer to D2.3 for the 
respective legislation. 

Consumer See service recipient. 
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End-user See user. 

Exclusive rights  "exclusive rights" [2002/77/EC Art. 2.5] shall mean the rights that are granted by a 
Member State to one undertaking through any legislative, regulatory or 
administrative instrument, reserving it the right to provide an electronic 
communications service or to undertake an electronic communications activity 
within a given geographical area. Refer to D2.3 for the respective legislation. 

Handover Process of transferring an ongoing communication session between two networks, 
or two communities, from one or several ULOOP enabled devices to other 
device(s).  

Incentive A factor (economic or sociological) that motivates a particular action or a 
preference for a specific choice. 

.  

Interconnection The physical and logical linking of public communications networks used by the 
same or a different undertaking in order to allow the users of one undertaking to 
communicate with users of the same or another undertaking, or to access services 
provided by another undertaking.  

Interest A parameter capable of providing a measure (cost) of the "attention" of a node 
towards a specific location in a specific time instant. In other words, an interest is a 
parameter that provides a node with a measure of a specific time and space 
correlation. 

Local Loop 

The physical circuit 

connecting the network termination point to a distribution frame or equivalent 
facility to the access network. 

Network 
infrastructure 

Collection of links and of networking nodes that together enable data transmission 
between (Internet) users. The links connect the nodes together and are 
themselves built upon an underlying transmission network which physically pushes 
the message across the link. 
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Network Service A system that is required to support, from a network perspective, user services. 
For instance, Internet connectivity is a network service. 

Network Service Set of operational network functionality required to sustain user services. 
Examples of network services in ULOOP are trust management; resource 
management; identity disambiguation. 

Network 
Termination  

Defines the last logical block of the local-loop. It is normally a device controlled by 
the provider and which connects to a subscriber data or networking equipment. 

Operator Entity that manages a network infrastructure. 

Owner An entity (e.g., end-user, operator, virtual operator) that is to be made responsible 
for any actions concerning his/her device. 

Provider Entity that provides services to subscribers. 

Recipient of a 
service 

"recipient of the service" [2000/31/EC Art.2.d] any natural or legal person who, for 
professional ends or otherwise, uses an information society service, in particular 
for the purposes of seeking information or making it accessible; 

Resources 

A physical or virtual element of a global system. For instance, bandwidth, energy, 
data, devices, are examples of resources in ULOOP. 

Service 

Any Information Society service, that is to say, any service normally provided for 
remuneration, at a distance, by electronic means and at the individual request of a 
recipient of services. For the purposes of this definition: 

○ “at a distance” means that the service is provided without the parties being 
simultaneously present, 

○ “by electronic means” means that the service is sent initially and received at its 
destination by means of electronic equipment for the processing (including digital 

compression) and storage of data, and entirely transmitted, conveyed and 
received by 

wire, by radio, by optical means or by other electromagnetic means, 
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○ “at the individual request of a recipient of services” means that the service is 
provided through the transmission of data on individual request. Refer to D2.2 for 
further details. 

Service Provider An entity that provides some kind of service to Internet stakeholders (users or 
providers). Examples are ISPs, ASPs, WISPs, access providers, users, as well as 
ULOOP communities.  

Session Permanent or transient information exchange between two or more devices and/or 
users. 

Social Trust Trust which builds upon associations of nodes based on the notion of shared 
interests, or affinities between owners. 

Subscriber Any natural person or legal entity who or which is party to a contract with the 
provider of publicly available electronic communications services for the supply of 
such services. 

Technical 
incentive 

Technical incentives in ULOOP relate to natural features of the technology that 
result in a win-win match when cooperation is applied.  

Trust Association A unidirectional social trust association between two different nodes. 

ULOOP Gateway Role (software functionality) which reflects an operational behavior making a 
ULOOP node capable of acting as a mediator between ULOOP systems and non-
ULOOP systems – the outside world. 

ULOOP node Role (software functionality) that a wireless capable device takes. Concrete 
examples of nodes can be specific user-equipment, access points, or event some 
management server. 

User A legal entity or individual using or requesting a publicly available electronic 
communications service for private or business purposes, without necessarily 
having subscribed to such service. 
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User Service A system that fulfills a need from an Internet end-user. For instance, VoIP is an 
end-user service. 

Value-added 
service 

VAS definition is historically tied to any service beyond voice calls and fax 
transmissions. In ULOOP, a VAS represents a new type of service that may give 
rise to additional benefits, from a socio-economic perspective, to the different 
Internet stakeholders (users, providers). 

Virtual Operator, 
VO 

The VO is an entity that acts, in some aspects, as a ULOOP community 
coordinator. It provides services such as initial authentication or registering, and 
eventually, trust relationship storage. A VO is not an ISP given that it does not 
provide Internet Access (e.g. infrastructure, DNS). A VO is neither an ASP since it 
does not provide user services. The VO is therefore a new type of Service 
Provider emerging in today's Internet. 
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1. Introduction 

Deliverable D2.3 describes the ULOOP overall specification, covering main definitions and notions; 

innovation blocks to be addressed in ULOOP; tools and experimentation procedural guidelines; high-

level node architecture and an initial set of guidelines to further detail the node and network 

architecture.  D2.3 is a public deliverable that has as main goal to steer ULOOP innovation blocks in a 

unified manner across ULOOP WPs 3, 4, and 5. 

The deliverable has been split into three main parts. The first part relates to tools that ULOOP is 

expected to consider in different WPs. The description provided relates to procedural guidelines that 

the consortium will follow to ensure an adequate integration of results, during the project development. 

It is also the basis to assist in the large-scale project deployment, which will be used both for 

experimentation and for large-scale demos in the last year of the project. 

The second part of this deliverable is related with the ULOOP technical blocks, namely, the innovation 

blocks that are to be addressed in the context of ULOOP, in WP3.  

The third part corresponds to the initial settings for the ULOOP framework, from an architectural 

perspective. We provide a set of requirements and of guidelines for the work to be detailed in WP3, 

and WP4, as well as WP5. 

The document is organized as follows. Section 2 is dedicated to ULOOP definitions and terminology, 

going through the social trust notions that are the basis of the ULOOP functionality design. Section 3 

is dedicated to procedural guidelines that are to be observed in ULOOP when using several tools for 

experimentation and demonstration purposes. Section 4 goes over the ULOOP innovation blocks 

explaining each. Section 5 provides the ULOOP global specification including from an architectural 

perspective, where they are expected to fit from an end-to-end perspective, and ends up with an initial 

list of recommendations and requirements. The report concludes in Section 6. 

2. ULOOP Definitions and Terminology 

This section delves into the community aspects that are, in ULOOP, the basis for the development of 

adequate cooperation incentives and of trust management.  
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In ULOOP, there are two fundamental roles: ULOOP node and ULOOP gateway. A ULOOP node 

represents a role (software functionality) that a wireless-enabled device can take. Concrete examples 

of nodes can be specific user-equipment, access points, or event some management server. 

A ULOOP gateway is a role (software functionality) which reflects an operational behavior making a 

ULOOP node capable of acting as a mediator between ULOOP systems and non-ULOOP systems – 

the outside world. This gateway role may or may not be owned and controlled by a ULOOP end-user. 

It may also be controlled by an access operator. The key differentiating factor of the role of gateway in 

contrast to a regular ULOOP node is the operational intelligence, and mediation capability. 

Similarly to ULOOP nodes, ULOOP gateway functionality may reside in UEs, in APs, or even in the 

access network. Hence, they exhibit a key feature in user-centric environments: their behavior as part 

of the network is expected to be highly variable. Gateways will be active/inactive based on user’s 

wishes; network load, etc. Hence, ULOOP gateways are a subset of the ULOOP nodes. 

Each ULOOP node has a unique owner assigned. An owner is an entity (end-user, operator, virtual 

operator) that is to be made responsible for any actions concerning his/her device. The term 

“responsible” reflects liability, i.e., from an operator’s perspective the owner is the single responsible 

for the adequate/non-adequate usage of the user’s device within a specific, trust-bounded community. 

A community in ULOOP is, as mentioned, a set of ULOOP nodes that hold common interests (such 

as sharing connectivity or resources / peripherals) at some instant in time and space. In other words, 

the node location exhibits a space and time correlation which is the basis to establish a robust 

connectivity model. This is expected to be extrapolated by adequately modeling trust associations 

between nodes. We highlight that the notion of community does not have any relation whatsoever to 

an Online Social Network (OSN), nor event to some specific OSN subset. 

An interest is here defined as a parameter capable of providing a measure (cost) of the "attention" of 

a node towards a specific location in a specific time instant. In other words, an interest is a parameter 

that provides a node with a measure of a specific time and space correlation. For instance, assuming 

that a user goes each Saturday morning to the coffee-shop on the neighborhood corner, an interest 

here could be "having a coffee". Other users in the same location (exhibiting a similar time and space 

correlation) are in the same place for a specific period of time. They all share an interest as they are 
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all in the same location for a specific period of time. The shared interest here is: attending the same 

coffee-shop. We highlight that owners may be complete strangers. Nonetheless they may be able to 

form a ULOOP community for a specific period of time e.g. 2 hours every Saturday morning. A second 

example for a ULOOP community relates to a set of persons that share an affiliation. Despite the 

shared affiliation, once they return to their households, the affiliation community, from a network 

perspective, is dissolved. In other words, a ULOOP community is active provided there is a time and 

space correlation as well as shared interests from a set of ULOOP nodes. 

Within a community, each link cost relates to the association between nodes which is a result of the 

trust management scheme developed in ULOOP. We assume unidirectional link costs which 

represent the strength of a specific trust association. This cost/weight relates to the nodes’ interests 

and social networking perception. 

The trust weight (link cost) in ULOOP is based on various parameters including QoE, on previous 

node movement history, etc. The computation of this weight is out of the scope of this section as it will 

be dealt with by Task 3.1, WP3. It should also be highlighted that two nodes may in fact share more 

than one trust association, e.g., link costs depending on the type of application to be relied upon. 

Figure 1 provides an example for the ULOOP notions based on ULOOP Use-case 1 (Expanded 

Coverage and Offloading) [14]. Two communities are present. At first only community 1 is active and 

the device highlighted in red has the role of a ULOOP gateway. Two users, Maria and Tom, belong to 

community 1. For instance Maria holds a trust level of 4 out of 5 thus justifying her as a highly 

cooperative user in her community. 
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Figure 1: ULOOP communities notions applied to Use-case 1, Expanded Coverage and 

Offloading. 

Tom is a new user but Maria allows Internet access sharing. Hence, when receiving Tom’s request 

(be it directly or indirectly) it will put Tom into “quarantine” mode. This allows Tom to Google through 

Maria’s, but provides Tom with limited Internet access. 

In Figure 2 the notions are applied to ULOOP use-case 2 (Traceability and Collaborative Monitoring). 

We again have one community (4) already active. The ULOOP gateway is represented by a red circle, 

while a user Maria is represented by a blue circle, and John by a green circle. For this use-case, 

ULOOP nodes can take advantage of the storage capability they integrate.  

Maria is a regular user in Community 4 and is not aware of John. The ULOOP gateway contacted 

Maria’s device to gather potential information about John as a new user (recommendations). On the 

other hand John’s device actually includes already Maria’s device in its VIP circle and hence allows 

her device to reach a specific set of services (e.g. printing) which is reserved for special friends only. 
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Figure 2: ULOOP community notions applied to use-case 2, Traceability and Collaborative 

Monitoring. 

3. ULOOP Experimental Tools and Guidelines 

This section provides an overview on the tools that the ULOOP consortium is expected to rely upon. 

The section concludes with a set of guidelines for partners to take, which have as purpose to ensure 

an adequate integration of results derived from the different tasks carried out in WP3 and WP4. 

3.1 Simulators 

This section gives insight into the simulators that are to be relied upon in ULOOP, during an early 

stage of concept validation. 

3.1.1 OPNET 

The OPNET Modeler [2] provides a hierarchical network simulation environment that enables efficient 

and reusable implementations of networking protocols. Starting from the high-level network topology, 

nodes and communication links, down to the specification of node architecture and communication 
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protocols, intuitive graphical user interfaces help the user to model and set up the simulation 

environment.  The hierarchical model of OPNET Modeler allows us to use a common node and 

network architecture for different layers of protocols we investigate. For example, by implementing the 

process interfaces appropriately, we can easily modify the MAC layer of a node and obtain a fair 

performance comparison of different MAC protocols under identical conditions except the MAC layer. 

Similarly, we can modify the routing layer protocol while leaving other specifics of the node intact to 

study the effect of different routing approaches. 

Although the Modeler is proprietary software, OPNET provides free software licenses and discounted 

support for teaching and research in academic institutions. Moreover, OPNET Modeler has a large 

and growing depot of models shipped with the product, which are open-source and completely 

configurable. Supported by its great commercial success, OPNET releases frequent product updates 

and new open-source models of emerging products and standards, complemented by extensive 

documentation. These appealing features make OPNET Modeler a favorable choice for network 

simulations. We must note, however, that OPNET Modeler is known to have a sharp learning curve, 

specifically for low-level tasks such as designing or modifying a protocol (process model); hence 

requires some patience and dedication for starters. 

3.1.2 Network Simulator version 2 

The Network Simulator version 2 (ns2) [6] is an object-oriented discrete event driven network 

simulator, written in C++, with an MIT Object Tcl (OTcl) interpreter as a basic support-end. The 

simulator supports a class hierarchy in C++ called the compiled hierarchy and a similar class 

hierarchy within the OTcl interpreter called the interpreted hierarchy. The two hierarchies are closely 

related to each other; from the user’s perspective, there is a one-to-one correspondence between a 

class in the interpreted hierarchy and one in the compiled hierarchy. Ns use two languages because 

the simulator has two different kinds of things it needs to do. The compiled C++ hierarchy allows us to 

achieve efficiency in simulations and faster execution times. This is in particular useful for detailed 

definition and operation of protocols. This allows one to reduce packet and event processing time. For 

these tasks, runtime speed is important and turn-around time, that is, time to run simulation, find bug, 

fix bug, recompile, re-run, is less important. On the other hand, a large part of network research 

involves varying network scenarios. Using the OTcl hierarchy, one can define a particular network 
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topology, the specific protocols and applications we wish to simulate (whose behaviour is already 

defined in the compiled C++ hierarchy) and the form of output that we wish to obtain from the 

simulator. Ns meets both of these needs with two languages, C++ and OTcl. C++ is fast to run but 

slower to change, making it suitable for detailed protocol implementation. OTcl runs much slower but 

can be changed very quickly and interactively, making it ideal for various simulation configurations. 

The OTcl can make use of the objects compiled in C++ through an OTcl linkage that’s creates a 

matching of OTcl objects for each of the C++. Ns via Tclcl provides glue to make objects and variables 

appear on both languages. 

Network components communicate with one another passing packet. The function of a node when it 

receives a packet is to examine the packet’s fields, usually its destination address, and on occasion, 

its source address. It should then map the values to an outgoing interface object that is the next 

downstream recipient of this packet. In Ns, this task is performed by a simple classifier object. Multiple 

classifier objects, each looking at a specific portion of the packet, forward the packet through the 

node. 

When a simulation is finished, Ns produces one or more text-based output files that contain detailed 

simulation data, if specified to do so in the input OTcl script. The data can be used for simulation 

analysis or as an input to a graphical simulation display tool called Network Animator (NAM) [6]. NAM 

has a nice graphical user interface similar to that of a CD player (play, fast forward, rewind, pause and 

so on) and also has a display speed controller. Furthermore, it can graphically present information 

such as throughput and number of packet drops at each link, although the graphical information 

cannot be used for accurate simulation analysis. The simulator generates the trace files in the NAM 

format, which can then be visualized on the animator. Ns has built-in functions to generate the 

necessary trace files in the specific format. The user, therefore, need not to worry about generating 

output statistics for the simulations. But since the simulator writes into large amount of data into the 

trace files one can write their own programs to retrieve the necessary data from these files. The 

simulator however doesn’t support any integrated plotting tools, so one can implement some external 

plotting tools like Gnuplot [3] to plot the output statistics. 

3.1.2.1 Building and Running Simulations 

To run a simulation, an OTcl script that creates the simple network configuration and runs the 

simulation scenario is generated. In general, an Ns simulation script starts with making a Simulator 
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object instance. The Simulator object has member functions to create compound objects such as 

nodes and links; connect network component objects created (attach agents, traffic sources); set 

network component parameters; create connections between agents; specify NAM display options 

and so on. Most of member functions are for simulation setup and scheduling. Once the basic network 

setup is done, the next thing to do is to setup traffic agents such as TCP and UDP, traffic sources 

such as FTP and CBR, and attach them to nodes and agents respectively. After setting up the entire 

network configuration, the next thing to do is write a simulation scenario (i.e. simulation scheduling). 

The Simulator object has many scheduling member functions to write a simulation scenario. These 

member functions make the event scheduler to schedule the execution of the all specified events at 

the given simulation time. After all network configurations, scheduling and post-simulation procedure 

specifications are done, the only thing left is to run the simulation. The simulator automatically 

generates output files called trace files if specified in the simulation scenario. These trace files record 

the sending time and arrival time of each packet at each node in the network with their respective 

sequence numbers. These can be easily understood and the user can then write his own code to 

retrieve the necessary information he needs. Results can be visualized using GnuPlot or some other 

plotting tools.  

3.1.3 OMNET++ 

OMNeT++ [8] is an object-oriented modular discrete event network simulator. It is supported by an 

open-architecture, modular and component-based simulation environment with strong Graphical User 

Interface (GUI) support and an embeddable simulation kernel. OMNeT++ implements a system, 

consisting of hierarchically nested modules which communicate by passing messages to each 

another.  

Its primary application area is simulation of communication networks, but because of its generic and 

flexible architecture, is successfully used in other areas like simulation of complex IT systems, 

queuing networks, or hardware architectures as well. OMNeT++ provides efficient tools to describe 

the structure of the actual system. An OMNeT++ model consists of hierarchically nested modules that 

communicate using message passing.  
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3.1.3.1 Building and Running Simulations 

As it was already mentioned, an OMNeT++ model physically consists of the Network Description 

(NED) language topology descriptions, message definitions and simple module sources. To build an 

executable simulation program, first, the NED files and message files need to be translated into C++, 

using the NED compiler (nedc) and the message compiler (opp_msgc). After this step, the process is 

the same as building any C/C++ program from source; all C++ sources need to be compiled into 

object files and all object files need to be linked with the necessary libraries to get a simulation 

executable. The simulation library comprises both the simulation kernel and a library of utility classes. 

NED files can also be loaded dynamically in their original text forms when the simulation starts. The 

simulation executable is a standalone program, thus it can be run on other machines without 

OMNeT++ or the model files being present. When the program is started, the executable reads a 

configuration file, usually called ‘omnetpp.ini’. This file contains settings that control how the simulation 

is executed, values for model parameters, etc. The configuration file can also prescribe several 

simulation runs; in the simplest case, they will be executed by the simulation program one after 

another. If specified in the configuration file, OMNeT++ automatically generates the results of the 

simulations. The output of the simulation is written into data files i.e. output vector files and output 

scalar files as mentioned already. These output files record both dynamic and statistics data for each 

packet. Data plotting programs; plove and scalars can be made use of to visualize these simulation 

outputs. 

3.1.4 AnyLogic 

AnyLogic [12] is a simulation tool that supports system dynamics, process-centric (discrete event), 

and agent based modeling. The main advantages of AnyLogic are the flexibility of its modeling 

language, which enables the user to capture the complexity and heterogeneity of business, economic 

and social systems to any desired level of detail, and its object-oriented model design paradigm which 

provides for modular, hierarchical, and incremental construction of large models. 

Since AnyLogic is based on the Eclipse platform it employs the latest technologies and as a result the 

AnyLogic Development Environment is modern and easy-to-use when compared with most other 

simulation modeling tools. Other of its main advantages is that it outputs Java code and the models 

can be exported as Java applets, allowing for easy portability and integration. 
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3.1.5 Observations and Guidelines 

The simulation tools in ULOOP serves the purpose of testing  initial concepts and ideas by different 

partners, be it in cooperation or independently. Furthermore, the simulation code will be made 

available at specific stages of the project lifetime to the global R&D community. To ensure an 

adequate cooperation, the following guidelines are to be followed in ULOOP: 

• All modules are to be written in C or C++, with the exception of the AnyLogic output, which is to 

be provided in Java. 

•  To ensure results’ liability, all of the simulation environments should generate results with at 

least a 95% Confidence Interval. For the simulators (such as ns2) that do not integrate an 

automatic generation of statistical sound results we advise the application of Akaroa v2 [7]. 

• The ns2 version to consider is version 2.34. 

• The OMNET++ version to consider is version 4.1. 

• The OPNET version to consider is 16.0.A  PL1 (Build 10106 64-bits). 

• The Anylogic version relied on in ULOOP is 6.6.0, Build 6.6.0.201105271707. 

All of the modules in ULOOP are to be provided to the consortium, along with the respective source 

code, well documented, and a small document describing: 

• Basic specification and parameters that may be required to run simulations. 

• Simulation environment, including details such as simulation duration; traces, etc. 

• Evaluation parameters considered. 

3.2 Experimental Environments: Initial Guidelines for the 

ULOOP Pilot 

This section provides an overview on the different testing environments that are to be used by the 

ULOOP project. The purpose is to provide a set of guidelines to allow adequate alignment of 

experimentation. 
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In addition to simulation tools, the consortium shall consider local testbeds as well as the ULOOP pilot 

for experimentation, validation, and demo purposes. The local testbeds represent isolated testbeds 

which later may or may not become part of the project. These testbeds are provided by partners. 

The ULOOP pilot is to be set up and implemented in WP4. Initially, a set of experimental sites and 

also demonstration sites have been considered. This pilot is therefore intended as one possible (but 

not the single one) embodiment of a ULOOP architecture. As the project continues and findings start 

to be released in terms of milestones, it is possible to have other entities keen to become a 

demonstration site.  

The section starts by briefly describing local testbeds, to then address the experimental sites and 

demo sites in the ULOOP pilot. The section concludes with a series of observations and guidelines 

that are to be followed by the ULOOP consortium in WP3 and WP4, as well as WP5 (demonstrations). 

3.2.1 Local Testbeds 

In addition to simulation tools ULOOP considers controlled test sites so that interoperability issues can 

be worked out and assist in testing and validating the ULOOP functionality, without affecting 

operational networks. This section describes the local testbeds that ULOOP partners shall provide. 

Depending upon the need and the work to be developed on WP4, a few, if not all, of these testbeds 

may later integrate the ULOOP pilot to assist in testing interoperability and robustness/scalability 

aspects.  

3.2.1.1 ULHT Testbed 

The ULHT testbed is illustrated in Figure 3. The figure comprises the scenarios that are expected to 

be required to test the ULOOP use-cases. ULHT considers having four dedicated access points to 

ULOOP at a time. These are to be based on open-source firmware and heterogeneous hardware. For 

end-user equipment, ULHT expects to rely on four heterogeneous Android devices, as well as laptops 

with Linux (e.g. Ubuntu and OpenSuse). The initial testbed design includes also a switch, to isolate 

the testbed from the ULHT network, and also a server, which will be used to test services as detailed 

in ULOOP use-cases 1 and 2. 
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Figure 3: ULHT ULOOP testbed. 

Based on the schematic design provided in Figure 3, ULHT shall set three different ULOOP 

communities. Community A represents a dense network where several APs overlap, as happens 

today in urban environments. Community B represents a mesh network where a user with ULOOP 

enabled functionality provides access to the community, based on specific cooperation incentives. 

Community C represents a network where the AP is not ULOOP enabled, but a few UEs are ULOOP 

enabled. Moreover, a specific device obtains connectivity through relaying or directly, to the AP 

serving the community. 

The provided design is expected to cover, through adequate configuration, ULOOP use-cases 1 and 

2. Moreover, the network is expected to sustain realistic conditions. For that, the testbed is isolated by 

a specific switch whose configuration can be easily adjusted to specific requirements.  
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3.2.1.2 CMS Testbed 

The CMS local testbed is a local, multi-purpose testbed for wireless and mobile applications, 

consisting of Android mobile devices, generic Linux-based laptops, along with off-the-shelf access 

points and servers running the Linux operating system, based on the CMS Caixa Mágica suite [16]. 

The end-user equipment is composed of HTC Magic Android-based mobile phones, running Android 

versions 2.1 or 2.2. Alternatively, the testbed also comprises two ZTE Blade Android-based mobile 

phones, which can be used for testing mobile applications. Beyond the mobile devices, the testbed 

also includes a Lenovo T400 laptop that performs the role of a mobile work-station, for demonstration 

purposes, using the Caixa Mágica 15/16 Linux distribution. 

As for the access points, the testbed has two off-the-shelf access points installed with OpenWRT. The 

access points are Asus WL-500G Premium (v2), representative of a typical wireless router found in 

the home environment, which runs Linux-based distributions. 

In addition, CMS expects to use several Linux-based desktop workstations, using Caixa Mágica 15 or 

16, working as the service backbone, running different services as and when required. These 

machines are in the range of typical desktop hardware for SOHO and Enterprise client use, using 

standard Intel/AMD dual/quad core CPUs, with 1 to 4 GB of RAM. 

3.2.1.3 TUB Testbed 

The TUB testbed is illustrated in Figure 4. It consists of virtualized application servers, a central router, 

two stationary wireless access points, one mobile wireless access point and stationary and mobile 

clients. The Linux based (Ubuntu, Debian) application servers are planned to be equipped with 

different applications / services depending on use-case scenarios. In order to ease the implementation 

issues and test software integration, the central router is also equipped with Ubuntu-server for faster 

development. Moreover, considering the flexibility issues for further analysis of possibly proposed new 

protocols, OpenFlow software is installed on the router, for which the Nox controller (OpenFlow 

Controller Software) [17] runs on a remote control and management PC.  
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Figure 4: TUB testbed. 

Two x86-based Alix boards are used as stationary wireless access points, on a debian based “Voyage 

Linux” operating system, as explained in the next section. Keeping in mind that new Android phones 

are capable of being configured as mobile wireless access points, a Samsung Nexus Android phone 

is added to the testbed as the mobile access point having an access to the Internet cloud through 

UMTS module. Depending on the test cases, the Internet sharing Android phone can also be 

connected to the backbone directly through a stationary access point. 

Finally, five Android phones (2 HTC Hero, 2 HTC Desire, and 1 Nexus S) for mobile users and three 

stationary notebooks are currently involved in TUB local testbed, allowing different community 

combinations. The TUB testbed is constantly evolving with the addition of new devices and the 

number of network elements as well as the testbed configuration will be adjusted in line with ULOOP 

requirements. 
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3.2.1.4 ALBLF Testbed 

The testbed used by ALBLF in the context of ULOOP will be based on lab equipments that are already 

deployed, and will be completed along the time life of the project to meet the requirements that could 

evolve with the new results that will be produced. The lab is provided with: 

• Linux laptops, running the most deployed distribution, especially Ubuntu 10 and Fedora Core 6; 

• Android devices, rooted or not rooted. 

• OpenWRT Wi-Fi Access Points and Fonera. 

• Wi-Fi probes and measurement tools. 

• 3G and LTE terminals (USB dongle for LTE), as well as access to 3G GGSN for user profile 

configurations. 

• 802.21 server (MIH). 

The lab equipment is constantly involving, with the objective to integrate new devices, and new 

developments made by ALBLF or partners (e.g. from other external projects). As such the testbed that 

will be set up for ULOOP can be enriched by new functionality, like integration of OMF for experiment 

control, deep access to LTE EPC, ANDSF servers, etc. 

3.2.1.5 ARIA Testbed 

The partner ARIA will provide its own Test Plant having in mind to test interoperability between 

ULOOP and WiMAX as a form of a non-ULOOP system. The ARIA testbed scheme is depicted in 

Figure 5 and its design has been set to ensure that different interoperability scenarios can be 

configured and tested. In Figure 5 , the red arrows relate to the interfaces that are to be worked upon 

in WP4, and which ARIA intends to test in ULOOP. For that, ARIA considers a minimum set of 

interoperability cases between ULOOP and WiMAX, scenarios which are to be further analyzed and 

debated in WP3, task 3.4, and also in WP4: 

• Scenario 1. Interoperability between ULOOP communities and the WiMAX Connectivity Service 

Network (CSN). The purpose is that ULOOP users can be adequately recognized by the WiMAX 

Authentication, Authorisation, and Accounting (AAA) system e.g. for public hotspot access. 
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• Scenario 2. Interoperability between ULOOP communities and public hotspots provided by a 

WiMAX operator. In this second scenario an operator hotspot (based in Ruckus equipment) shall 

interoperate with ULOOP users to access public hotspots with a specific profile. 

These interoperability tests require an adequate specification of the interfaces which is part of WP4. In 

a first phase we foresee that the common AAA technology can be applied without further changes to 

the current specifications being defined in the WiMAX Forum. 

 

Figure 5: ARIA testbed in ULOOP. 

3.2.2 Experimental Sites in the ULOOP Pilot 

In addition to the local testbeds, the ULOOP pilot contemplates a set of experimental sites and also 

demonstration sites. Currently, three main sites are to be considered for global validation purposes. In 

addition, two different sites are to be relied upon for demonstration purposes. 
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This pilot is therefore intended as one possible (but not the single one) embodiment of a ULOOP 

architecture. As the project continues and findings start to be released in terms of milestones there 

may come a point where other commercial entities will be keen to become a demonstration site. 

Controlled growth from within the partners and then general expansion can be used as an extended 

validation but it is not essential in terms of the project deliverables. The next sections go over the 

experimental sites in ULOOP. 

3.2.2.1 BOWL 

The Berlin Open Wireless Lab (BOWL) [4] maintains a reconfigurable wireless outdoor testbed with 50 

nodes, which spans across the main campus of the Technical University of Berlin (TUB). Each of the 

nodes has the possibility to work as an Internet gateway and is also reachable by a fixed connection 

which allows proper monitoring and measurements. To prevent interference of the actual experiment 

with client access to the network, mesh nodes have dedicated wireless interfaces for access and for 

the mesh network. 

Access to the BOWL network is performed through a stepping-stone gateway using an ssh 

connection. From this gateway, researchers have access to several services: a reservation system; a 

configuration database; a directory of pre-built images to load on the nodes; a set of software 

repositories for custom images and a measurement machine containing databases to collect 

measurements.  

BOWL nodes can be reserved through a Web interface which also provides a configuration database 

and previously set parameters for running BOWL network nodes. The configuration can be applied on 

both the pre-built images and the custom-images. The software allowing to build custom images is a 

modified version of the OpenWRT embedded Linux distribution. 

The BOWL administration team in Berlin is currently working on the development of automated tools 

and processes for account and access control for the use of testbed by external researchers. 

User-friendly access to BOWL shall be provided to the ULOOP consortium from the second year of 

the project onwards. The interface and requirements from ULOOP are to be agreed upon in the early 

stage of WP4 (task4.1, pilot set-up) and sent to the BOWL administration team. A concrete deadline 

for access is to be agreed upon between ULOOP and the BOWL administration team. 
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3.2.2.2 UWIC 

The Urbino Wireless Campus (UWiC) is a wireless Neutral Access Network (NAN) managed by 

partner UniUrb in Italy. UWiC is currently composed of more than 100 Wi-Fi hotspots (running either 

Mikrotik RouterOS or OpenWRT) and 7 Hiperlan base stations (running Mikrotik RouterOS) covering 

the metropolitan area of Urbino, the University buildings, and students’ dorms. The Hiperlan backbone 

is independent of the University intranet, so that the access network does not expose critical data or 

services and it is not part of the Internet. Policy constraints can be significantly relaxed, making it 

possible to share the access infrastructure with third party ISPs and to provide information services to 

unauthenticated users. Each ISP working on UWiC has his/her own edge router within the access 

infrastructure, in order to be allowed to provide his/her services without further agreements with the 

access network manager. In addition, services can be directly hosted within the service sub-network 

of UWiC in order to be made accessible to users who are not registered with any ISP. The UWIC 

server farm is composed of 15 virtual machines running Linux OS.  

Since 2006, UWiC has been used as a living-lab for interdisciplinary research in the field of access 

networks. The UWiC project has involved about 50 partners (including municipalities, WISPs, vendors, 

service providers, wireless communities, and WiMAX operators). UWiC counts with more than 20,000 

registered users. Among them, more than 5,000 are active users who used the wireless network at 

least once and gained access to the Internet through the edge router of UniUrb. On average, the Wi-Fi 

access network is used by 300 nomadic users simultaneously. The geographic distribution of users 

changes over time.  

UWiC will be available in the ULOOP pilot as an experimental site. The remote access is to be 

provided to the ULOOP consortium based on ssh to a dedicated virtual machine within the server 

farm.  

The full set-up of the UWiC access to the ULOOP consortium, and requirements from the project is, 

similarly to what happens with BOWL, to be detailed in the early-stage of WP4, task 4.1. The 

consortium shall be able to control some access points, servers (virtual machines). Based upon 

previous agreement and a concrete list of requirements the UniUrb team shall also provide access to 

end-user equipment so that the ULOOP functionality can be remotely tested. 
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3.2.2.3 Level7 

Level7 is a regional Italian WISP with a proprietary infrastructure and it will provide parts of its 

commercial network and services to the ULOOP pilot, for experimentation purposes.   

As depicted in Figure 6, the Level7 experimentation site in ULOOP is based on the current 

infrastructure. A set of nodes is to be chosen from the operational infrastructure. Level7 expects to 

provide between 7 and up to 12 APs of its infrastructure. The APs are either Mikrotik or RouterOS 

based devices, and a few devices are expected to integrate OpenWRT – the ULOOP minimum 

requirement. 

 

Figure 6: Level7 Experimentation site. 

Level7 expects to provide remote access to the ULOOP consortium transparently, e.g. via tunneling 

techniques. Moreover, services are expected to run both on native IPv4 and IPv6. For the latter, 

concrete blocks of ULOOP IPv6 addressing space can be allocated based on the consortium needs. 

A relevant aspect to cite is that the Level7 experimental site is interconnected to other sites and 

hence, the consortium can take advantage of other interconnections. In addition to the set of APs, 

Level7 provides the consortium with: 
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• A specific instance of one Radius server (Identity Service) accordingly to National and European 

Legal constrains and regulations. 

• Software images (e.g. Android applications or applications that the customer should install on the 

terminal, etc) will be locally available in order to speedup the download from the network. 

• Other services will be made available, e.g. Video Streaming from local broadcasters, VoD server, 

VoIP (only for internal calls and accordingly to National regulations), etc. 

• Level7 services shall be provided with the assistance of a captive portal that shall be locally 

installed in this experimentation pole. Moreover, Level7 is ready to install on its infrastructure, 

accordingly to the technical constrains of its commercial network any software that will be 

available during the ULOOP project. 

The full functional interconnection scheme of the Level7 experimental site will be detailed in early 

WP4, under task 4.1. 

3.2.3 Demo Sites in the Pilot 

The second category of sites to be provided in the ULOOP pilot relate to demonstration sites. Two 

main demonstration sites are considered in ULOOP: i) specific FON living community in Argüelles-

Moncloa, Madrid, Spain; ii) São João da Madeira, Portugal. 

The demonstration sites are to be used during the last year of the project to validate and to 

disseminate the functionality and concepts developed based upon two large demonstration and 

networking events which are to be provided by ULOOP in its last year. 

3.2.3.1 Demo1: ULOOP@FON 

A first demo site is to be provided by FON, based on its operational network. Such site is located in 

the Arguelles-Moncloa district of Madrid, Spain. This district is within the range of the University district 

in Madrid, and hence is a highly populated neighborhood, being the student share of the population 

the target users in ULOOP.  

The area is considered as a FON density project, then, partner FON will provide full control to such 

demonstration area. Nowadays, it counts around 360 FON active hot-spots. Hence, equipment to rely 

upon is released under the control of FON, being users registered within the FON management suite. 
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It should be noticed that the FON community users access the Internet by regular subscription, being 

the access provided by multiple operators. Furthermore, this demo site interconnects with other FON 

neighborhood initiatives, e.g. London, Madrid, Lisbon or Tokyo. 

Within such area and in WP4, the ULOOP consortium will, together with FON, define requirements to 

adequately set the ULOOP@FON demo site. Setting up such demo obeys to the requirements that 

FON has previously observed in several of its “density projects”, where it is necessary to ensure that a 

significant amount of users will adhere to the demo site on a limited period of time. Hence, as starting 

points, FON shall consider four different stages of setup for the ULOOP@FON site: 

• Dissemination. The first phase is to disseminate ULOOP benefits to the FON community, and 

urge the FON community to become part of ULOOP. This will be a process expected to be 

triggered in the ULOOP early third year and intends to allure FON users to test ULOOP 

functionality. 

• Motivation. The second phase has as target to encourage users to join the ULOOP community 

being the main goal to increase network usage. 

• Expansion. The third phase has as target to attract visitors (non-FON users) to the ULOOP 

community and hence contribute to the ULOOP exploitation aspects. 

In terms of dissemination the consortium shall assist FON with marketing and promotion actions to be 

undertaken in Tasks 5.1 and 5.3, from late ULOOP year 2 onwards. Such actions shall be provided 

online and offline, recurring to professional services which partners can provide, or based on external 

agencies. 

A second key aspect to consider in regards to the deployment of the ULOOP@FON demo site relates 

to the infrastructure setup itself, namely, its installation and maintenance, as well as troubleshooting 

aspects. 

FON expects to undertake these operational aspects together with their own installers. A few aspects 

that can be foreseen at this stage are: 

• Setup and configuration of the ULOOP nodes and gateways, as well as keeping track of their 

activity.  
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• Provide ULOOP functionality online to FON users and explain the benefits as well as providing 

support to each user to personalize and seize his ULOOP hot-spot. 

• Administrate and manage real-time databases 

• Extract data and generate reports (e.g. traceability aspects) whenever necessary. 

• Specify a way that allow users on-the-fly to get support (e.g. Skype support or chat)  if problems 

occur. 

• Setting up an adequate troubleshooting system, which not only reports incidents, but which can 

also generate statistics concerning such incidents. 

3.2.3.2 Demo2: ULOOP@SJM 

The second demo site to be set up corresponds to a specific ULOOP demo site in the small town 

(living-lab) of São João da Madeira (SJM), in the SJM Industrial Living-Lab (SJM-ILL). Interfacing 

towards this demo site is provided by partner ULHT. 

SJM is a small council of 8 km2, located in the Northern Region of Portugal, which is part of the Entre 

Douro e Vouga sub-region, located 40 km from Porto. It contemplates a population of 21.000 

inhabitants and 370 industrial companies, mainly SMEs. The target end users of the SJM-ILL are the 

local SMEs of the shoe and automotive clusters, technological based enterprises and their customers. 

SJM is covered by WiMAX and Wi-Fi due to an initiative of SJM-ILL, which targets the global 

population (both residential and enterprise). Currently this infrastructure has a coverage rate of 60% of 

S. João da Madeira´s geographic area, although is envisaged that this coverage will increase to 

achieve 95%, due to the implementations of additional and newer equipment. With the current 

infrastructure there are on average approximately 2000 to 3000 users, with an expected significant 

increase of users in short term. Concerning the current end users, about 70% are residential 20% 

public institutions, 5% industrial and 5% visitors. The current SJM-ILL infrastructure is based on an 

optical fiber backbone (10km) onto which the WiMAX infrastructure is plugged. WiMAX equipment 

contemplates 3 WiMAX base stations, 28 intelligent mesh APs, as well as different storage and 

network management units.  

The setting of the ULOOP@SJM site is to be provided by partner ULHT which shall work under 

straight cooperation with the entity that manages SJM-ILL, Sanjotec. Similarly to the other ULOOP 
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pilot sites, the setup of the demo site is to be undertaken in WP4. However, in order to ensure 

alignment and a few guidelines for the work that is to start in WP4, we here describe the initial stages: 

• Marketing and dissemination actions. These actions are to be triggered by the ULOOP 

consortium ULHT during the second year and contemplate both online and offline disseminations 

through marketing material such as brochures, videos, online surveys, etc. The material will be 

provided to Sanjotec for local dissemination.  

• Training actions. ULOOP shall propose a series of training actions (2 small events per year) to 

occur in Sanjotec or in places agreed with Sanjotec (e.g. local universities, related industry, 

municipality) to disseminate ULOOP benefits, and how users can adhere. This is expected to be 

started on the second semester of ULOOP year 2. 

• Infrastructure setup, maintenance, and troubleshooting.  The infrastructure setup is to be 

delineated in WP4, task 4.1, under the guidance of ULHT which will cooperate with Sanjotec. 

This may pass by understanding better requirements from the municipality and also by 

understanding the potential requirements from the WiMAX infrastructure which is deployed in 

SJM. It will also contemplate the identification of an exact pool of users and of hotspots to 

integrate the ULOOP demo site. The team from ULHT will ensure maintenance and setup. The 

second demo site to be set up corresponds to a specific ULOOP demo site in the small town 

(living-lab) of São João da Madeira (SJM), in the SJM Industrial Living-Lab (SJM-ILL). Interfacing 

towards this demo site is provided by partner ULHT. 

3.2.4 Observations and Guidelines 

This section provides a series of guidelines and observations to ensure basic alignment across the 

experimental sites that ULOOP envisions. The testbeds in ULOOP are expected to be used during the 

second and third year of the project. They are part of the ULOOP pilot which is to be set up on WP4, 

starting on the second year. Hence in this section the guidelines are focused on alerting the ULOOP 

consortium and WP3 and WP4 tasks to minimum requirements that have to be met to ensure an 

adequate coordination of results. 

3.2.4.1 Customer Premises Equipment 

3.2.4.1.1 End-user Equipment 
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End-user equipment in ULOOP relates to notebooks but also to smartphones, or even 3G phones. 

From a consortium perspective, the minimum list of support to be provided is: 

• Android OS, versions 2.x (2.2 and above) [9]. 

• UNIX systems, kernel version 2.36 and above. The default UNIX flavor is Ubuntu. 

• Windows 7. 

• MacOS. 

 

The exact versions of each operating system are to be agreed upon in WP4, for the pilot setup. 

From a hardware perspective, the minimum list of support to be provided is: 

• Smartphones 

o Android capable. 

o At least 512Mb RAM. 

o At least 16Gb storage. 

o Wi-Fi: 802.11b/g. 

• Laptops 

o NIC chipset: Atheros. 

o Ideally, at least 1Gb RAM. 

3.2.4.1.2 Gateways, Access Points 

As part of the ULOOP functionality is to go into access points, be it integrated with residential 

gateways, or isolated, the ULOOP consortium will consider the following guidelines as mandatory for 

ULOOP access points: 

• EU compliant 

• 802.11g/b, ideally 802.11n support – 2.4GHz 

• NIC chipset: Atheros, ideally AR7240, AR2315. 

• Flash memory: 8Mb; SDRAM: 32Mb 

• Support for Open-WRT. 

• At least 1 Ethernet port. 
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3.2.4.2 Access Equipment 

Part of the ULOOP functionality shall be interoperable to the access. Access equipment testing is 

expected e.g. in the ARIA testbed for which an initial test plant has been provided in section 3.2.1.3. 

Concrete tasks that relate to interoperability to the access are: 

• Task 3.4, concerning ULOOP to non-ULOOP systems interoperability. 

• Task 3.4, 3.3, 3.2, and 3.1 concerning offloading aspects from 3G or LTE to ULOOP 

systems/nodes. 

The exact access equipment to be considered is expected to be provided by ULOOP partners that are 

involved in the Access, namely: ALBLF, HWDU, ARIA, and Level7 during the development of task 4.1 

3.2.4.3 Backbone Equipment 

Parts of ULOOP functionality are expected to be also deployed in servers which may be part of the 

service backbone. In what concerns servers, ULOOP experimentation shall be provided for servers 

running Ubuntu, 64bits or 32 bits, and where the kernel version is at least 2.36. 

3.2.4.4 Programming Interface Environment Observations 

This section provides guidelines and consideration to observe in regards to experimental 

environments in ULOOP. These guidelines comprise a set of tools selected by partners to ensure 

adequate result synchronization and a smooth integration in ULOOP. The full definition of the 

programming environment is to be provided in early task 3.4. The requirements here described are 

intended to be applied as a starting point. They represent a mandatory sub-set of requirements which 

are necessary at the current project stage, as there may be architectural aspects that have to be dealt 

with. 

• Eclipse IDE. The environment for programming and for integration purposes is Eclipse IDE [13]. 

Eclipse is an open source multi-language software development environment, which is originally 

developed for Java development tools (JDT). However, by means of plug-ins, many other 

programming languages (C, C++, Python, etc.) can be supported by Eclipse. Moreover, Eclipse 

can also be used to support ns2 simulations [5], OMNET++ simulations, etc. 
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• Android Development Tools. In addition, it is mandatory in ULOOP to consider the Android 

Development Tools (ADT) plug-in to Eclipse in order to build, debug and test Android 

applications with an Android phone or doing emulation through emulator.  

• GNU Tools. The partners must consider GNU GPL v3.0+. 

4. ULOOP Innovation Blocks and Boundaries 

ULOOP innovation blocks correspond to functional blocks that have been derived from the ULOOP 

use-cases [D2.1] and that are aggregated into i) the main technical building blocks of ULOOP; ii) 

socio-economic aspects; iii) network neutrality aspects. Each of these categories is to be addressed in 

one or several tasks under WPs 3, 4, 5: 

• Trust management and cooperation incentives, task 3.1. 

• Resource management, task 3.2. 

• Mobility Aspects, task 3.3. 

• Interoperability and integration aspects, task 3.4. 

• Network-neutrality aspects, with regards to tasks 2.2 and 5.1. 

• Social sustainability, tasks 2.2 and 5.3. 

• Economic sustainability, task 5.3. 

From an architectural, end-to-end perspective, the aspects selected in ULOOP and which fall under 

the mentioned categories are to be positioned as provided in Figure 7 which provides an end-to-end 

scheme of the Internet. ULOOP is expected to devise and to implement software functionality that 

resides on user equipment; access points and/or residential gateways elements; servers; and also, on 

specific elements in the access.  

The next sections provide detail into the different blocks that have been selected to be undertaken in 

ULOOP. For each section, we provide a high-level illustration of each block which is expected to be 

the initial framework for each block. In WP3 each of the blocks is to be changed into an UML scheme 

which provides not only details concerning the functionality to be addressed, but also respective 

interfacing and communication between blocks.  
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Each of the schemes provided in the next sections hold a code color:: red (G) means that such subset 

of functionality is only active in ULOOP gateway mode; electric blue (U) means that the subset of 

functionality is active in both modes (i.e., when operating as a ULOOP node and gateway); baby blue 

(N) is used to illustrate functionality that is only active for regular ULOOP nodes. The code 

combination and interfacing will be further discussed in section 5, Global Framework. 

 

Figure 7: ULOOP operation location and boundaries. 
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4.1 Trust Management and Cooperation Incentives 

Trust management in ULOOP is the basis for the notions concerning self-organization and user-

centricity. Under trust management fall three main sets of innovation blocks which are here described 

and also illustrated in Figure 8. 

In ULOOP trust management aspects relate to understanding how to build networks of trust on-the-fly, 

based on reputation mechanisms able to identify end-user misbehavior and to address social aspects, 

e.g., the different types of levels of trust users may have in different communities (e.g., family, 

affiliation). Such grassroots networks of trust aim to accommodate the network growth and highly 

dynamic behavior caused by the frequent mobility of end-users. 

Another key aspect relates to the development and validation of a set of methods and techniques that 

make it possible to optimize network resources in regards to social behavior, i.e., exploiting shared 

interests or OSN information to create/optimize/add trust to ULOOP communities. 

Hence, trust management and cooperation incentives aspects are split into three main blocks: 

• Trust management. 

• Cooperation incentives. 

• Identity management and privacy-enhancing technologies. 
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Figure 8: High-level Perspective, Trust Management and Cooperation Incentives Block. 

4.1.1 Trust Management 

The trust management block comprises aspects that drive the modeling of communities in ULOOP. As 

such, ULOOP is expected to deal with automatic and seamless credentials/trust management token 

exchange  ensuring that users will be able to create trust relations to those who with whom they have 

some interaction or share some interests (e.g. same affiliation) - distributed trust and reputation 

aspects. It is expected that the ULOOP distributed trust and reputation block will assist in:  

• Automating the setup and update of communities. 

• Providing bounds to resource sharing on a path basis. 

•  Assisting users in terms of traceability and confidentiality whenever necessary. 

• Integrating adequate metrics, capable of capturing asymmetric trust relationships, based on 

users perception of trust within communities. 

• Definition of different level of trust both between individuals and between communities. 

Social trust is a second aspect to pursue under trust management. By maintaining trust within the 

social network of the ULOOP end-users, ULOOP mimics an important socio-economic aspect 

necessary for socio-economic sustainability. Strongly related to the development of distributed trust 
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schemes, social trust shall address social reputation and also Online Social Networks (OSN) based 

metrics, e.g., influence (social attractiveness), QoE. The aim is to derive trust metrics that can assist 

communities to evolve on-the-fly without disrupting the overall network operation. Such metrics should 

be attack resistant so that combined with adequate distributed reputation architectures, it can assist in 

establishing mutual trust relations between the different actors. Deriving such metrics may pass by 

understanding the user’s behavior in regards to OSNs, for instance, through the development of a 

ULOOP plug-in for end-user equipment. 

4.1.2 Cooperation Incentives 

Cooperation incentives in ULOOP are considered both from a specific technology perspective, as well 

as from a business perspective. Technical incentives may relate to natural features of the technology 

that result in a win-win match when cooperation is applied. Business incentives will be related to 

micro-generation models based on the guidelines provided by WP2 (Task 2.2., Socio-economic 

Sustainability). 

A concrete example of a technical incentive relates to potential improvements of the 802.11 MAC 

layer. ULOOP expects to engineer the MAC layer in a way that mitigates problems related with low 

data rate stations. Hence, when low data rate stations and high data rate stations cooperate, all 

elements are expected to take some advantage of such cooperation. 

A concrete example for a business incentive could be a specific peering scheme that may assist the 

access operators in understanding how to obtain revenue based on ULOOP architectures. 

Cooperation incentives will contribute to the socio-economic sustainability of ULOOP: by providing 

cooperation incentives there are economic dynamics involved, encouraging the end-users to keep 

using ULOOP as they benefit from it. 

Cooperation incentives in ULOOP comprise user-side based incentives, and operator-side based 

incentives. An incentive can be seen as a scheme which comprises: 

• A function that measures the level of cooperation. Such level can be seen as a benefit from an 

individual and from an aggregate perspective. 
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• A ranking related to the node reputation level. Such ranking can be provided by a mechanism 

that can be reactive, proactive, or preventive. 

• A payment/reward, i.e., a measure of the benefit that the node achieves for cooperating. 

o positive, e.g. more credits. 

o negative e.g. due to misbehavior, isolation. 

User-based incentives provide the user and hence ULOOP nodes with adequate network resources 

or useful information, based on the node’s interaction to its community/ies and to/from external 

communities. Main aspects to address are: 

• Explore incentives for good behavior. As part of communities and also as individual nodes, 

cooperation must consider the willingness of owners/nodes in participating in communication. 

Willingness can be driven by different facts such as energy saving, low processing power, and/or 

lack of storage room. Although a node is not willing to share resources due to one of the 

aforementioned facts, the cooperation functionality should encourage such user in doing it so, as 

he/she can get a immediate return (e.g., more processing) while sharing that resource it has the 

most (e.g., storage). Instead of simply paying users with the same “currency”, i.e., you get more 

bandwidth if you give more bandwidth, the cooperation functionality should reward users with the 

type of resource the user wants and at the moment the user needs (i.e., immediately or later on). 

• Consider cooperation regarding user's interests. The lack of trust between users can 

influence their level of willingness. Thus, another aspect to increase the willingness level in this 

case is user interest, which must be considered in cooperation. Users sharing the same interest 

(e.g., movies), although being completely unknown to one another, can be easily encouraged in 

carrying information on behalf of others. A user interested in comedy movies surely won't mind to 

carry a copy of a movie destined to some other user if he/she is able to get a copy also. At this 

point, cooperation not only helps users disseminate information quickly and seamlessly (as the 

movie will reach different interested users other than the destination) as it also contributes to 

sparing resources from users who are not interested in that specific content. Cooperation shall be 

easily encouraged if users share some social relationship. Thus, social ties have an important 

role in making cooperation among users even more reliable. Software functionality in ULOOP 

nodes is expected to track user expectations and service response. In this case, users are 

expected to cooperate in order to provide surrounding ULOOP nodes with information that not 

only can improve their own but also the other users' network experience. Users can exchange: i) 
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Signal to Noise Ratio (SNR) information, e.g., to aid in the handover process; ii) behavior 

information, to strictly penalize malicious/greedy users; iii) connectivity quality levels, to aid in 

load balancing and interference reduction. 

Operator-based incentives relate to the fact that operators may also be ULOOP node owners, or 

even control communities. Operator-based incentives are a highly relevant aspect in ULOOP as it is 

the project’s belief that business-oriented entities will also benefit from the new models that ULOOP 

introduces. For instance, access operators can take advantage of ULOOP capabilities to further 

expand its control to the customer premises devices. A few reasons for ULOOP adoption (and hence 

for the relevancy of operator-based incentives) are: 

• Adequate feedback to customers. 

• Provide an optimal network operation – expanded coverage for subscribers, and being able to 

deal with interference in highly dense areas. 

• Provide residential areas with the same authentication/authorization model used in ULOOP 

coverage – reduce CAPEX. 

• Gain in reputation by supporting communities – common practice already in open-source 

business models. 

• Extend community-based services portfolio. 

• Provide an optimal network operation – expanded coverage for subscribers, capability to deal 

with interference in highly dense areas, and capability to keep traffic within the customer 

premises. 

One of the central points for the successful integration of ULOOP from an operator’s perspective is 

being able to deliver a well-designed licensing model for the technology to be produced. An “Open 

Source” model with “some limitation” can favorite a win-win equilibrium between ULOOP and 

operator’s competitiveness goals. Hence, operator’s based incentives are expected to improve the 

potential of interoperability and of business opportunity for access and service stakeholders. As 

ULOOP relies on existing wireless infrastructures and given that today, in urban environments, heavy 

overlapping is normally present. Aspects to be addressed can be categorized into: 

• Fairness issues regarding resource allocation in cooperation incentives; consider feedback about 

quality level from the user perspective (accessed through the interfaces provided by Task 3.2). 
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• Optimized network operation, such as load-balancing, interference reduction or dealing with 

mobility (e.g. movement prediction) to reduce the need for signaling when roaming (accessed 

through the interfaces provided by Task 3.3). 

• Single sign-on: seamless authentication on network that lets ULOOP owners to connect 

anywhere as long as they are authorized to do so. 

4.1.3 Identity Management and Privacy-Enhancing Technologies 

The first step towards building trust references in communities, i.e., from a ULOOP node to others, is 

to be able to uniquely identify owners of ULOOP nodes. Ideally, the recognition must be attack-proof. 

Hence the end-user must be able to authenticate her/him. However, it also important to protect the 

privacy of this end-user, so this third building block contains both identity management and privacy-

enhancing technologies (PETs). To fit identity management to the distributed trust system required in 

the trust management block, identity management should be tackled in the following aspects: 

• Implementing the appropriate identity management mechanisms that will provide 

authentication and authorization. ULOOP will reuse the concept of crypto-identifiers (crypto-

ids) based on asymmetric cryptography. With such crypto-ids, the end-users can prove in a 

decentralized way and with cryptographic strength that they really own the secret linked to the 

crypto-id. Concerning privacy, creation and proof of ownership of crypto-ids does not require a 

centralized identity authority. Thus, end-users in ULOOP will protect their privacy through crypto-

ids that they generate themselves and act as their pseudonyms not linked to their real world 

identity.  

• Mitigating identity-based attacks on the ULOOP trust metric by means of a novel identity 

disambiguation scheme, going beyond the state of the art, which will try to detect whether a 

ULOOP end-user is a fake end-user or not based, e.g., on real end-user information extracted 

from available real social networks.  

• Identity disambiguation based on OSNs. That information extracted from those social 

networks will also be used to compile reputation evidence that will be in turn taken into account 

within the trust metric of the first building block. Such compiled reputation evidence will also be 

fed back into those social networks to act as reputation-based incentive as mentioned in the 

second main building block. 
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4.2 Resource Management 

As proposed in task 3.2, main resource management aspects to be tackled in ULOOP are: throughput 

maximization; adequate (fair) and autonomous (self-organizing) spreading of resources on the 

ULOOP network; congestion control. 

In regards to resource management optimization to achieve high throughput, ULOOP considers 

network switching techniques on OSI Layer 3 to assist in having end-user devices simultaneously 

connected to more than one Wi-Fi AP, being the goal the maximization of the provided throughput on 

the wireless link. The purpose is to assist in developing robust and high debit wireless local-loops in a 

way that meets current broadband access technologies debit as possible, and in a way that reduces 

the chances for bottlenecks to occur. Throughput maximization is also to be addressed across more 

than one hop by means of cooperative networking techniques of which one possibility is relaying. In 

regards to resource management to achieve a fair and self-organizing network usage, ULOOP 

considers aspects such as the need to adequately and dynamically be able to control growth of  

ULOOP communities, dynamic fluctuations of the network both in terms of traffic due to stations 

joining and leaving frequently, as well as due to the movement of stations. Another aspect that is 

considered crucial is to develop cooperative and distributed mechanisms that assist the network in 

adequately selecting nodes that are willing to be micro-providers. Such selection is to be performed in 

a way that considers not only throughput maximization, but also the lowest-cost in terms of energy-

efficiency. This is to be performed by addressing node selection e.g. based on energy-efficient 

metrics. 

The final aspect to tackle is congestion control. Being based on a self-organizing deployment purely 

related to the adoption of the technology and also cooperation incentives (as well as the willingness of 

users to share their subscribed Internet access), ULOOP users are expected to observe high 

interference and despite the fact that ULOOP will devise advanced network switching technology to 

assist in optimizing the wireless rates, there is still the need to optimize the network interests and the 

individual interests in order to achieve fairness. The user is expected to be able to cooperate based on 

a perceived QoE and also on individual expectations. The network will most likely provide a dissimilar 

resource allocation.  
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Under resource management (cf. Figure 9 ) ULOOP is considering the following innovation aspects: 

Network and gateway selection; offloading; workload optimization aspects, including 

augmented/cooperative call admission control. These sub-blocks are further detailed in the next 

sections. 

 

Figure 9: High-level Perspective, Resource Management Block. 

4.2.1 Network and Gateway Selection 

In what concerns gateway selection aspects, this block shall address: 

• Provider-side perspective. This block deals with potential requirements from the provider, 

which shall dictate the pool of available gateways. ULOOP considers existing wireless 

infrastructures jointly to wireless infrastructures to be built from scratch. From a complementary 

technology perspective it is therefore necessary to consider policies and/or requirements 

imposed by providers that will define the initial gateway pool; load-balancing aspects and the 

need to offload; specific requirements provided from the network. 

• User-side perspective. In addition to handling cooperation for resource management 

optimization on ULOOP nodes, ULOOP shall also address cooperation from a user perspective. 

This means considering load-balancing and multiple interfaces being simultaneously active; 
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relying on MAC virtualization techniques to assist in being able to interconnect an UE to multiple 

networks at the same time and hence, provide optimal resource levels to the UE. This aspect 

also implies being able to develop mechanisms that can assist ULOOP nodes in adequately 

selecting the “best” pool of gateways, from the available pool. 

4.2.2 Workload Optimization 

The main aspects of resource management in ULOOP have to do with workload optimization 

aspects, as ULOOP builds upon existing wireless infrastructures. The following aspects have been 

considered: 

• Gateways are expected to perform seamless CAC in order to provide the user with his/her 

expectations, subscription services and trust level. The call admission mechanism should also 

guarantee that the sessions that are already active would not be affected by the admission of a 

new one. 

• Gateways should be able to perform load-balancing in order to offer the best overall network 

performance. This may, for instance, be performed by transferring sessions and authenticated 

stations to other gateways, without disregarding user characteristics (e.g. user’s expectations, 

user’s subscribed services, user’s trust level, and user’s authorization). The decision if a 

session/user should be transferred, and the target gateway, must take into account network 

resources, equipments energy levels and mobility aspects. Gateways should be able to transfer 

not only new sessions but also sessions that are already active. 

• Detect abnormal behavior. It is necessary, be it from the network or from specific users in real-

time and to take countermeasures quickly. A possibility for this is to develop functionality to 

sustain collaborative monitoring and behavior tracking can assist in estimating a network surge, 

or preventing network breaks. 

• Self-organization aspects. This implies joint resource optimization from network and user 

perspectives. In what concerns the management of resources among a set of selected/elected 

gateways (as is the case of ULOOP) it is quite important to furnish ULOOP nodes with the 

capability of dynamically controlling the allocation of spectrum in unlicensed frequency bands. 

Current deployment of unlicensed wireless technologies have two major characteristics: 

deployment is unplanned, with access points being installed in a spontaneous fashion, without 
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proper configuration, resulting for instance in areas with high levels of interference; wireless 

access points are not controlled in a coherent manner without a lot of engineering effort, which is 

not possible to do since access points are mostly likely within different administrative domains. 

There are several questions that will drive research effort over the next years. For instance, 

assuming a gateway resides in an AP, then its temperature/GPS/weather sensor provides 

incongruent values, ULOOP mechanisms are expected to detect such fault and provide a 

solution on-the-fly e.g. based on a ULOOP node reputation mechanism (refer to section 4.1). 

Other aspects relate to this cooperation, e.g., load-balancing schemes or congestion control 

across a specific set of APs; QoE-based decision making for access selection; inter-AP protocol 

for resource/user pool management. Self-organization may consider a few initial questions: 

o How to distribute unlicensed spectrum among ULOOP nodes? 

o How should gateways make use of shared spectrum in order to control access of 

associated stations?  

o Development of adequate multi-objective cost functions for resource optimization. The 

purpose is to consider global functions that shall assist in optimizing available resources, 

e.g. throughput, or energy levels, depending on the type of applications in use (for instance, 

real-time and non-real-time traffic). 

• Few-hop sharing aspects. Support of expanded coverage by introducing the concept of few-

hop connectivity sharing, taking into consideration available resources and the reputation of 

nodes in communities. This aspect also implies having to deal with mechanisms to manage 

resources (discovery and sharing) based on local trust and authentication mechanisms: different 

users should see different services, depending on their “credentials”, sharing properties and 

current community. Of special importance to achieve few-hop connectivity sharing based on low 

cost single-antenna systems (e.g. based on unlicensed spectrum) is the usage of cooperative 

relaying by ULOOP nodes aiming to take advantage of the natural diversity of the wireless 

medium. The goal is to mitigate the problem of low-data rate stations) and from stations that may 

be moving between areas within and outside of coverage of one ULOOP gateway. Moreover, 

cooperative relaying is able also to mitigate the major limitation of wireless networks, which 

comes from the shared medium and the unstable wireless channel. Channel conditions in 

wireless networks are subject to fading variations, including interference, meaning that the signal 

attenuation can vary significantly over the course of a given transmission. Fading can affect both 

throughput and reliability. Recently, cooperative networking techniques have been investigated to 
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increase the performance of wireless systems by using the diversity created by different single 

antenna devices, aiming to reach, or even to overtake, the same level of performance of MIMO 

systems. Cooperation occurs when overhearing potential relay devices help in the transmission 

from a source to a destination.  

4.3 Mobility Aspects 

Mobility aspects in ULOOP are circumscribed to the following aspects: 

• Definition of automated user-centric handover strategies (“always best connected”) able to adapt 

to the dynamic nature of the wireless local-loop, including the real-time update of the candidate-

access point databases. 

• Support for the interoperability between ULOOP architectures and other forms of user-centric 

wireless architectures (e.g., municipality Wi-Fi communities), as well as other types of one or 

several access domains operation in regards to handover, including legacy access architectures 

(including session continuity whenever necessary). 

• Adequate discovery and selection of micro-providers, based on the guidelines provided by WP2 

and the input of Tasks 2.1 and T2.2, and having in mind to optimize the global network operation, 

based on criteria identified in Task3.2. 

• Analysis of statistical behavior derived from current social based mobility models, aiming to 

optimize the overall architecture and network conditions. 

In terms of innovation, based on the use-cases and on the aforementioned targets, mobility aspects in 

ULOOP will be technically related to handover support and mobility tracking aspects, as illustrated 

in Figure 10. 
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Figure 10: High-level perspective, Mobility Aspects Block. 

4.3.1 Mobility Tracking 

Under Mobility tracking, ULOOP shall address the following aspects: 

• Mobility prediction. This sub-block is expected to derive functionality that keeps track of node 

movement (or of community movement) and infers mobility patterns based on existing or novel 

social models. The purpose is to assist in improving the underlying connectivity model, and 

hence overall network operation. 

• Social mobility aspects are tightly related to mobility tracking. Social mobility modeling is an 

aspect that shall assist in deriving algorithms and functionality that can anticipate the way nodes 

move based on analysis and tracking of node movement through time. For instance, one can 

consider the integration of human social behavior into mobility models by introducing social 

attraction points that will assist in attracting nodes to specific locations with some probability.  Or, 

consider a new user-centric mobility model that can merge the individual routine with the social 

interests of users. This can be done by defining movement maps based on prediction of mobility 

behavior. A final aspect to consider is to ensure that the functionality to be developed can assist 

in dealing with the unmanaged aspects of ULOOP architecture and should get rid of anchor in 
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the network. This may be required, for instance, if a ULOOP community is not capable of 

providing a node with adequate mobility management e.g. due to trust aspects.  

4.3.2 Handover Support 

In ULOOP handover support aims at mimicking the handover operation available e.g. in cellular 

environments which, from a WLAN context, may be hard or even not possible to mimic.  

Being focused in Wi-Fi, the regular 250 meters range is small compared to the geographic distances 

that users are expected to travel in ULOOP scenarios. Hence, performing a complete handover would 

impose strong requirements on speed of message exchange. In ULOOP this is to be tackled by 

considering the regularity (routine) present in users’ movement, which may assist in determining the 

place and type of resources that may be required to be set up to assist seamless handovers. For 

example, if, based on movement analysis, the system can determine with a high probability that the 

user will handover towards the range of ULOOP gateway A or ULOOP gateway B, then specific 

functions may assist in defining the adequate next target, and how to handover to it. The challenge 

here is to identify with enough accuracy and reliability the gateways that a ULOOP node should 

connect to, while moving.  

The handover support block is split into mobility decision and mobility cooperation and execution: 

• Mobility Decision aspects will consider the intelligent decision of the handover between different 

networks in case of node mobility, and the context change of the network, the required 

information for the handover decision will be studied. For instance it could be the trust information 

from user perspective, resource information from network perspective, mobility modeling 

information from terminal perspective, and the operation policy information from operator 

perspective. This aspect will develop mechanisms that provide information gathering and 

transmission between ULOOP terminal, network and ULOOP gateway for the handover decision. 

• Mobility Cooperation & Execution aspects will study the mobility cooperation between ULOOP 

terminal, network and ULOOP gateway, to perform the optimized handover execution. The 

handover execution includes the handover between ULOOP gateways, handover between 

ULOOP Communities, and handover between ULOOP and non-ULOOP systems. The aspect will 

develop the mobile mechanisms and protocols to sustain the dynamic adaptation of mobile 
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anchor points in the ULOOP gateway/networks, which can also work in cooperation with the 

existing infrastructure network, e.g. LTE Evolved Packet Core (EPC) network. The handover 

shall be supported in a way that is the least disruptive to the involved users and networks, by 

keeping the service continuity during handover, traffic forwarding during handover and to avoid 

the unnecessary handover, etc.  

4.4 Interoperability Aspects 

Interoperability aspects in ULOOP, illustrated in Figure 11, relate to dealing with aspects essential to 

ensure interoperability between ULOOP systems and non-ULOOP systems. This is of particular 

relevancy as ULOOP is expected to derive software functionality modules resulting in an integrated 

software suite based on the individual modules addressed throughout Section 5. 

From an innovation perspective, interoperability in ULOOP deals with the following aspects: ULOOP 

to non-ULOOP systems interoperability; community interaction support; cross-layer aspects. 

 

Figure 11: Interoperability block, high-level perspective. 

4.4.1 ULOOP to non-ULOOP Systems 

When dealing with unaware systems, i.e. systems that do not support the functionality resulting from 

the project, it is important to consider the that a ULOOP device may be required to connect to a 
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“legacy” network, and therefore, we must ensure proper backward-compatibility. This implies handing 

the interoperability aspects that deal with existing networking models and paradigms. 

Interoperability with legacy networks is especially important in the case where nodes roam through 

different types of networks, such as mobility among ULOOP and non-ULOOP networks with different 

technologies (e.g. Wi-Fi or Cellular architecture, 3G and beyond). 

Interoperability also relates to backward-compatibility, i.e., assisting non-ULOOP devices to be able to 

participate in ULOOP communities in a regular way. Regardless of whoever supports the community 

information for the agnostic nodes and the connection, access must remain transparent (limitations 

can apply). Hence, in dealing with the interaction of ULOOP to non-ULOOP systems, two main 

aspects are to be considered: offloading and backward compatibility: 

• Offloading. Offloading in ULOOP is addressed from the perspective that any intelligent and 

developed offloading mechanism can be taken care of (also controlled) in non-ULOOP systems. 

An example is the guarantee that ULOOP nodes integrate capabilities that allow them to support 

offloading e.g. from cellular networks to Wi-Fi based networks. 

• Backward-compatibility. Backward-compatibility ensures that by introducing ULOOP features in 

a system, the overall underlying network operation is kept stable, i.e., the operation is not 

degraded. Important topics where we can aim to provide non-ULOOP enabled interactions. A first 

topic to address is the impact concerning frequency and types of interaction between ULOOP 

and non-ULOOP devices. This may impact the following aspects: 

o ULOOP node introduction in a non-ULOOP system. 

o How ULOOP nodes can establish a ULOOP community across a non-ULOOP system. 

o How ULOOP nodes affect or improve access CAPEX/OPEX. 

o What is the cost/how to model the cost of ULOOP services (ULOOP service consumption). 

It is also important to consider how non-ULOOP nodes are able to participate in a ULOOP-enabled 

environment, impacting how ULOOP functionality and resources are provided to the participating 

nodes, as well as the overall trust management system. Therefore, by allowing legacy nodes to 

connect to a ULOOP supported community, the trust and resource management implications must be 

considered. 
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Within these aspects, the solution greatly depends on how much interoperability is required, and at 

which phase it should be considered (either as design constraint or proxy/adaptation/add-on 

functionality). The impact on the different tasks can be substantial, depending on the type of 

integration/interoperability is required. 

4.4.2 Community Interaction Support 

Community Interaction Support considers ways to optimize the network operation and hence network 

resources management based on the fact that users are normally placed in ULOOP communities. The 

idea is to be able to take advantage of source and destination proximity to optimize network 

resources, e.g., to prevent traffic from flooding the access. These communities may be far apart or 

close, e.g., such as two communities communicating within the local community with different access 

technologies (e.g. LTE and WiMAX), introducing the concepts of local-loop optimization and 

community interconnection.. One aspect of community interaction support relates to being able to 

keep communication within a specific ULOOP community establishing not only connections to the 

outside network, but bridging the different technology local-loops. This bridging translates mostly into 

network information (e.g. network status, occupancy, signal-strength, etc.) but can also include  peer 

interactions, such as two nodes communicating within the same (local) community through different 

access technologies (e.g. LTE and WiMAX). Such aspects can be tackled at a flow (individual) or 

aggregate (trunk from one community) level. Some relevant aspects to be considered (and addressed 

in task 3.4) are: 

• Traffic optimization on the local loop. Traffic optimization on the local loop can involve 

determining the presence of nearby nodes, in the community, through discovery mechanisms or 

otherwise, followed by optimizations to the ULOOP supported functionality, such as establishing 

direct interactions over the local loop. The result of such optimizations can have a direct impact 

on the available resources and therefore should be influenced by resource management (T3.2 

resource management). 

• Community interconnection over different (existing) technologies. Community 

interconnection over different technologies becomes important when different members of the 

community are connected through different technologies, or can be offloaded to supporting 

connections (as the 3G to Wi-Fi referenced scenario). Therefore, ULOOP communities should be 

sustainable over different technologies, which even if geographically close, can be topologically 
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distant. Such aspects also determine the interoperability over existing networks and 

technologies, because a ULOOP supported community can cover different networks and access 

technologies. 

4.4.3 Cross-Layer Aspects 

When considering ULOOP functionality and architectural blocks, it becomes apparent that different 

components of the network stack will need to interact in order to provide a seamless and complete 

experience relating to participating in a ULOOP community. 

Cross-layer aspects in this block refer to cross layer network configuration and service coordination, 

as a means for providing and supporting connectivity models required by the applications, as well as 

providing the interoperability between ULOOP services, and existing networks. From an 

interoperability perspective, it is important to understand how the different mechanisms (available at 

different levels in the network) interact, so that they can be properly aligned and integrated with the 

ULOOP provided functionality. An example of these issues relates to the capability of configuring link 

and network addresses transparently to the user, so that the user can enjoy community-enabled 

services, without (many) additional requirements. 

This involves several aspects of making communities work over existing networks that do not fall 

simply under the backward-compatibility hat, but require considering the link, connectivity and network 

aspects, align with the service provisioning related to the ULOOP community. 

We focus on the availability of services in the network (considering different aspects such as network 

requirement and service discovery), on the integration between the support technologies (such as 

authentication and resource management) and the actual services advertised on the network, and 

finally on the consumption of the provided services. However, the network interactions that require 

user input, should be minimized, creating a better user experience, without sacrificing any security or 

trust features. 

In regards to service coordination, cross-layer cooperation will not only provide adaptive resource 

allocation, such as the adaptive channel assignment and spectrum management, but will also allow 

selecting gateways for community according to QoS requirements from users and available resources 

measured from physical layers of users. 
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In practice, these issues can be split into network configuration that deals with cross-layer aspects that 

stem from network integration, and into service coordination, supported by ULOOP functionality 

These aspects include the mechanisms that define how services can work over existing networks, 

with existing technologies (e.g. Local link advertisement of high-level application services that require 

cooperation between the different “community” participants), which are summarized as follows: 

• How can community services be discovered, by relying on existing infrastructures/technologies. 

• How can ULOOP functionality (authentication, trust, resource management) be provided on the 

last hop to the user integrating zeroconf technologies. 

• How to establish connectivity to support the service layer requirements. 

• How to provide transparent mechanisms to setup, support and customize the network 

repercussions of a community. 

5. Global Framework 

This section provides input concerning the global ULOOP framework. As such we shall address the 

ULOOP node architectural aspects, and then provide a global ULOOP architectural perspective on the 

node operation and interoperability, based on the ULOOP use-cases. 

5.1 ULOOP Node Architecture 

As described in section 2, the specification of a ULOOP node relates to software. A ULOOP node is 

therefore seen as a set of software modules which are activated seamlessly based on surrounding 

conditions as well as based on specific community restrictions, and requirements. Modularity is 

therefore essential to be achieved in ULOOP. 

A ULOOP gateway represents a basic subset of a ULOOP node. From a high-level perspective, a 

ULOOP node integrates four main blocks: i) trust management and cooperation incentives; ii) 

resource management; iii) mobility aspects (tracking and management); iv) interoperability aspects. 
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Each of the mentioned blocks has specific sub-sets which are to be activated based on the role a 

ULOOP node is expected to assume at a specific instant in time, e.g. a gateway or a regular ULOOP 

node (cf. Figure 12 and Figure 13; Annex A). 

 

Figure 12: ULOOP node high-level scheme. 

 

Figure 13: ULOOP node architecture, blocks and interfacing, high-level perspective. 
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Figure 13  provides a high-level of the ULOOP node blocks and interaction that is expected between 

them. Interfaces are represented through arrows which are numbered from 1 to 6. For these 

interfaces, we have derived an initial set of mandatory requirements, which are presented in section 

5.2. 

5.1.1 Functionality Specification 

5.1.1.1 State Machine 

A ULOOP node corresponds to software functionality which allows a device to play two different roles: 

gateway and node. Based upon the specific state at an instant in time, the node architecture will have 

specific sub-blocks becoming active, as described in section 4. We highlight that some sub-blocks are 

always active, as has been explained in section 4. 

In this section we provide the initial state machine for a ULOOP node. We highlight that the current 

state machine stands for illustration and guideline purpose only, as a more complex operational 

perspective of ULOOP and of the potential stages can only be provided once all of the different 

ULOOP blocks have been clearly specified.  

In Figure 14 we depict a simple scheme illustrating the ULOOP initial state machine. We consider two 

states, node or gateway, and provide a description and conditions for the states in Table 1. 

 

Figure 14: ULOOP initial state machine. 
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Table 1: State machine transitions and conditions. 

Transition 

number 

Transition description Conditions 

1 Node to Node Not allowed to be a gateway (e.g. low reputation level) 

Not willing to be a gateway (e.g. policy or lack of resources) 

Isolated node 

2 Node to Gateway Willing to be a gateway and has good trust level 

Community requires a gateway (e.g. workload aspects) 

3 Gateway to Gateway Adequate trust and resource levels 

Can serve at least one node 

Has direct or relayed Internet or community service access 

4 Gateway to Node Trust or resource level decreased 

Community does not require gateway 

 

5.1.1.2 Boot Up Procedure 

For this section we shall start by explaining the steps that a ULOOP enabled-device takes based on 

the ULOOP use-case 1: Expanded coverage and offloading.  

Let us consider the case of an Android device that is in the reach of a ULOOP community. By default, 

nodes are configured to operate on the Node status. As this is a new node in the community it does 
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not have any configuration regarding Service Set Identifiers (SSIDs) and security keys involved in the 

creation of wireless local area networks. A gateway within its proximity detects the new node, or the 

node makes the move (e.g. broadcasts) and triggers the trust management block to analyse whether 

or not the node is known to the community (AAA and identity disambiguation). Realizing this is a new 

node the gateway shall provide the adequate ULOOP functionality to the device and sets an adequate 

trust level for the device based on community policies and rules. This can be done e.g. by establishing 

a secure and temporary connection. Periodically and also based upon gateway pro-action, the node 

trust levels and history within the community shall be updated. 

Then, considering the interface configuration information the ULOOP node will perform an election of 

available gateways, and will also analyze whether or not to become a gateway. If no adequate 

gateway is available, feedback is sent to the ULOOP node. 

5.2 Interface Requirements 

This section provides a list of requirements for the interfaces identified in section 5.1. We present that 

list in Table 2, where each requirement has a code in the form ULOOP-R-Ix-y, where R stands for 

requirement; Ix for Interface number x, and y the requirement number for interface Ix. The interface 

numbering is provided in Figure 13 and is as follows: 

• I1: Between Trust Management and Cooperation Incentives and Mobility Aspects. 

• I2: Between Trust Management and Cooperation Incentives and Interoperability Aspects. 

• I3: Between Trust Management and Cooperation Incentives and Resource Management. 

• I4: Between Interoperability Aspects and Mobility Aspects. 

• I5: Between Interoperability Aspects and Resource Management. 

• I6: Between Resource Management and Mobility Aspects. 

 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 

NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as 

described in RFC 2119 of IETF. 
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Table 2: Interface Requirements. 

Requirement 

Code 

Requirement Potential Actions 

ULOOP-R-I1-1 

 

The Mobility block MUST take 

into consideration trust 

management output. 

• Provide trust and reputation information to the mobility block in 

order for this last one to decide whether the handover is 

possible or not (i.e. perhaps the user doesn’t trust the gateway 

or vice versa based on previous interactions or other trust 

metrics, so the handover cannot be performed or should be 

done through any other available gateway) 

ULOOP-R-I1-2 Exchanged trust information 

MUST include trust level and 

consider mobility estimation 

• The trust management should provide the trust information to 

mobility management for handover decision. The trust 

information includes the trust level of the ULOOP network and 

gateway. The trust level could be associated with the time of 

the day, location, application, etc. 

• The trust management should provide the trust information by 

considering the current location and mobility estimation. 

ULOOP-R-I1-3 Mobility Aspects SHOULD 

provide trust management with 

information about prediction of 

node movement. 

• Provide information about prediction of node movement in 

order for the latter to anticipate the computation/update of trust 

relationships. Feedback to mobility aspects may have an 

impact on mobility behavior. 

ULOOP-R-I1-4 Mobility  Aspects SHOULD 

provide cooperation incentives 

with information about role of 

nodes in handover. 

• Information about the cooperation to perform optimized 

handover execution provided by mobility management will 

assist the computation of incentives for cooperation. 

ULOOP-R-I1-5 Mobility management SHOULD 

provide cooperation incentives 

with information about mobility 

prediction. 

• Cooperative incentives will use mobility prediction information 

to add extra incentive by supporting optimal network operation. 
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Requirement 

Code 

Requirement Potential Actions 

ULOOP-R-I1-6 Mobility Block SHOULD 

consider cooperation incentives 

information. 

• Cooperation among nodes is also expected to increase their 

networking experience. Thus, considering information about the 

surroundings provided by neighbouring nodes can aid a node 

to decide when and where to go to keep suitable levels of 

networking experience. 

ULOOP-R-I2-1 Cooperation Incentives 

SHOULD provide 

Interoperability aspects with 

information about level of 

cooperation with non-ULOOP 

systems. 

• Interoperability mechanism will use such information (e.g. 

relaying information to and from non-ULOOP systems) to 

decide about offloading strategies. 

ULOOP-R-I2-2 Cooperation negotiation 

SHOULD be limited with strict 

conditions. 

• Both parties involved in the cooperation will specify the 

requirements to have or provide resources/efforts. The 

requesting node provides its needs and potential serving node 

answers with what it can provide along with how it expects to 

be rewarded (i.e., earning credits, increase in reputation). 

ULOOP-R-I3-1 Cooperation incentives MUST 

be beneficial to the end-user 

and to operators. 

• By taking reputation and trust level as a weight for allocating 

resources to users, resource management can build up 

fairness reflecting the contribution from users to the community, 

and thus provide cooperation incentives and lead to changes of 

user’s behavior, such as contributing with more  resources to 

the community. 
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Requirement 

Code 

Requirement Potential Actions 

ULOOP-R-I3-2 Statistics and feedback 

concerning cooperation 

rewarding and/or malfunctioning 

MUST be present 

• Trust management provides information on user/gateway trust 

level and reputation used for the resource management to 

make decisions related to any kind of negotiation performed 

aiming to provide resources, for instance call admission control, 

load balancing, gateway selection, etc. 

• Cooperative incentives block provides information about the 

willingness of the user in cooperate, used for the resource 

management to decide on sharing resources (e.g. by relaying 

traffic of an end device, or by allowing an end device to perform 

an attachment). 

• Trust management information combined with cooperation 

incentives information provides the conditions on which a 

resource should be provided. 

ULOOP-R-I3-3 Resource Management MUST 

take into consideration trust 

management output. 

• Provide trust and reputation information (e.g. reputation credits 

of users) to the resource management block in order for this 

last one to decide how to allocate resources among ULOOP 

nodes based on their reputation level or on policies concerning 

ULOOP gateways. 

ULOOP-R-I3-4 Resource Management MAY 

lead to a change in trust and 

reputation levels. 

• The result of reputation credits based resource management 

may provide incentive of users’ contributing to ULOOP, which 

can lead to the change of the trust and reputation level of the 

user 

ULOOP-R-I3-5 Resource Management MUST 

provide Trust Management with 

Information about resources 

sharing. 

• -The trust management will adjust the operator reputation 

based on the amount of resources nodes controlled by the 

operator share in a community. 

 

ULOOP-R-I3-6 

Resource Management MUST 

provide user-side cooperation 

incentive with information about 

usage tracking. 

• Based on the feedback provided by the resource management 

module about collaborative monitoring and behavior tracking, 

cooperative incentive mechanisms will be able to define or 

revise cooperation incentives. 
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Requirement 

Code 

Requirement Potential Actions 

 

ULOOP-R-I3-7 

Trust management SHOULD 

provide resource management 

with information about trust 

relationships and cooperation 

level among wireless access 

points (gateways or not) 

• Resource management will use the correlation between trust 

relationships, cooperation level and available resources to 

select the right set of access points to be controlled in a 

coherent manner, as well as to achieve a useful distribution of 

unlicensed spectrum (e.g. useful since allocation of resources 

to non-cooperative nodes results in waste of resources) 

ULOOP-R-I3-8 

Network & Gateway selection 

MUST provide information on 

the best available surrounding 

nodes to the cooperation 

incentive sub-block 

• In order to start cooperating with other nodes, a node must 

know about the best option in its surroundings. Thus, this 

interface will provide the cooperation incentives sub-block with 

information on the best nodes for potential cooperation. 

ULOOP-R-I3-9 

Augmented CAC SHALL 

provide information on whether 

or not a potential serving node 

can accept a new flow. 

• Nodes will cooperate by also sharing efforts (e.g., relaying 

data). Thus, a requesting node should know if the potential 

serving node can accept this new flow (and conditions thereof) 

as an answer to cooperation. 

• This interface should provide information on the node 

willingness in participating in cooperation to ACAC. 

ULOOP-R-I3-10 

Few hop sharing MUST provide 

information to improve network 

experience. 

• In order to spare resources and improve user experience, flows 

should be relayed by using the minimum number of 

intermediate hops to reach its final destination. Thus, this 

interface to the few hop sharing mechanism will obtain 

information to decide whether a new flow can be assisted for 

relaying. 

ULOOP-R-I4-1 Interoperability Aspects MUST 

dictate actions related to 

handing over 

• The interoperability block is the central point for the offloading 

procedures, and will let the mobility management piece know 

about guidelines to perform the action of handover 

ULOOP-R-I4-2 Interoperability Aspects 

SHOULD provide policies to the 

mobility block 

• The purpose is to optimize the handover decision 
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Requirement 

Code 

Requirement Potential Actions 

ULOOP-R-I5-1 Resource Management MUST 

provide result of resource 

allocation to Interoperability and 

dictate the admission control 

action to Interoperability. 

 

• The interoperability block is the centre of integrating the 

functions of ULOOP nodes. The resource allocation result from 

resource management must be provided to the interoperability 

block to keep the status of the whole system updated. 

• After the resource management made the admission control 

decision, the decision will be sent to the interoperability and 

performed by the interoperability. 

ULOOP-R-I5-2 Resource Management 

SHOULD provide network 

workload levels to the offloading 

block 

• Determine capability and available resource during offloading 

decisions/process. 

ULOOP-R-I5-3 Offloading MUST determine 

beforehand a network  
• Determine capability and available resource during offloading 

decisions/process. 

ULOOP-R-I5-4 Resource management MAY 

assist in consume-efficiency 
• Resources can provide a guiding factor in network 

configuration and selection, as well as cross-layer implications 

on the different network levels, especially on how lower layers 

impact consumed services. 

ULOOP-R-I5-5 Interoperability Aspects 

SHOULD provide policies to the 

resource management 

• The interoperability block is the central point for the offloading 

procedures, and will let the resource management piece know 

about guidelines to perform the action of 3G offloading. 

Example of such processes can be load balancing and 

resource re-allocation depending on the output of offloading. 

ULOOP-R-I5-6 Resource management  

SHOULD consider traffic locality 

aspects 

• Communication support: Resource management can have an 

impact on the community support mechanisms considered 

traffic exchange and locality (e.g. resource management might 

establish the need for direct communication, to save network 

resources). 
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Requirement 

Code 

Requirement Potential Actions 

ULOOP-R-I6-1 Mobility estimation SHOULD 

optimize overall workload 
• Optimize the workload by considering mobility estimation 

(movement estimation) and hence anticipate the need for 

resources. Simultaneous use of multi-RAT in mobility situation 

(i.e. mobile multi-homing) is also to be considered under this 

optimization aspect. This means that, depending on the 

situation and availability of resources, it can be needed to rely 

on more than one radio access to ensure service continuity. By 

involving simultaneously two or more radio interfaces it is 

possible to provide continuity even in case of coverage hole of 

one radio, and to optimize the use of  radio resources by a 

smart usage of the other one. 

ULOOP-R-I6-2 Resource Management MAY 

consider Mobility Aspects output  
• To perform resource reservation during a handover. 

ULOOP-R-I6-3 Resource Management 

SHOULD avoid unnecessary 

handovers 

• The mobility prediction should assist the resource management  

block in optimizing network load. 

ULOOP-R-I6-4 Resource Management 

SHOULD trigger the handover 

support to transfer 

sessions/users when performing 

workload optimization. 

• Handover support will trigger the resource management block 

for a user that will perform a handover. 
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